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Our Unique Approach using Machine Learning

Traditional

• One rule is created by analyzing one type of fraud

• Only known fraud types are addressed, new frauds

will not be detected until they happen

• long implementation cycle

• lots of false positives if rules are too generic

• Updating rules is very difficult
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The traditional approach tries to understand fraud

based on the fraudster (unknown to the bank)

FRAUDSTER FRAUD RULES DETECTION

commits human analysis implement
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• Straight-to-detection

• Fraud detection is based on transaction pattern 

analysis, therefore not dependent on fraud being 

first detected

• New fraud is caught automatically

• No long implementation cycles to maintain 

detection model

Traditional
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• lots of false positives if rules are too generic

• Updating rules is very difficult

T
ra

d
it

io
n

a
l

The traditional approach tries to understand fraud

based on the fraudster (unknown to the bank)

We approach the fraud problem based on the client

(very well known by the bank) behaviour 

CLIENT

and

EMPLOYEE

FRAUDSTER FRAUD RULES DETECTION

commits human analysis implement

analytics implementTRANSACTIONS

BEHAVIORS

MACHINE 

LEARNING

DETECTION

improve
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NetGuardians’ Solution

social engineering 

(CEO-Fraud, ...)
Invoice redirection 

technics

Session hijacking Malware Collusion

Privilage abuse

Identity theft
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Stop fraudulent transaction before it leaves the bank

- Ready to go risk models for external and internal fraud prevention

- Cloud ready

- No data sourcing headache: Pre-defined data connectors for internal and external fraud prevention 

Reduction in the number of 

blocked payment

Time saved in fraud investigation Fraud detection rate

https://www.netguardians.ch/s/case-study-tzcf.pdf

83% 93% 100%

18%

https://www.netguardians.ch/s/case-study-tzcf.pdf
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AI Fraud Prevention for banks:

• Cloud ready AI fraud prevention 

• Highly integrated with core banking packages and 

payment platforms

• Pre-defined AI risk models packaged in 3 solutions: 

Digital banking fraud, Enterprise payment fraud, 

Internal fraud.

NetGuardians – Top European Fintech

Founded 

in 2011
50+

customers

75
employee

s

Some of our references:

EMPLOYEE 

BEHAVIOR

CUSTOMER 

BEHAVIOR

TRANSACTIONS
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KMA Centre , 7th floor,

Mara Road Upper Hill, 

Nairobi, Kenya

T +254 204 93 11 96

NetGuardians Africa

143 Cecil Street

#09-01 GB Building

069542 Singapore

T +65 6224 0987

NetGuardians Asia

Koszykowa 61, 00-667

Warsaw, Poland

NetGuardians

Eastern Europe

Y-Parc, Av. des Sciences 13

1400 Yverdon-les-Bains

Switzerland

T +41 24 425 97 60

F +41 24 425 97 65

NetGuardians Headquarters

Rhein-Main Gebiet

Germany

T +49 172 3799003

NetGuardians Germany

@netguardians

Linkedin.com/company/netguardians

Facebook.com/NetGuardians

www.netguardians.ch

info@netguardians.ch

+41 24 425 97 60

Contact us

THANK

YOU!

https://www.youtube.com/netguardians

https://twitter.com/netguardians?lang=en
https://www.linkedin.com/company-beta/1586908/
https://www.facebook.com/NetGuardians
http://www.netguardians.ch/
mailto:info@netguardians.ch
https://www.youtube.com/netguardians

